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MINUTES OF A MEETING OF 

THE POLICY AND RESOURCES COMMITTEE 

MALVERN TOWN COUNCIL 

held in the Community Hub Meeting Room, Victoria Park 

on Wednesday 6 May 2026 at 6pm 

 

Councillors Absent 

I Dawson (Chair)  
C Fletcher 

R McLaverty-Head (apologies) 
L Lowton 

K Newbigging 
Sean Austin 
D Ward 
H Clements  
C Hooper 
M Jones (6.07pm)  
 

 
 

 
 

 

  

 Also in attendance 

 Linda Blake - Town Clerk 

 Julia Winkworth – Minute Clerk 
Amy Bromage – Communications and 
Events Officer 

 Cllr D Watkins 

 Cllr D Mead (6.07pm) 
Mr and Mrs Phelps representing 
Malvern Museum of Fashion 
 
 

 

48.   APOLOGIES FOR ABSENCE 
 

Apologies for absence were NOTED from Cllr Ronan McLaverty-Head. Cllr 
McLaverty-Head had substituted Cllr Austin.  
 

49. DECLARATIONS OF INTEREST 
None. 
  

50. MINUTES OF PREVIOUS MEETING 

It was RESOLVED that the minutes of the following meeting be approved and 
adopted as a correct record of the proceedings, and these were signed by the Chair: 

➢ Policy and Resources Committee meeting Wednesday 25 March 2026. 

 
PUBLIC PARTICIPATION 

None. 
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51. LARGE GRANTS SCHEME 25/26, ADDITIONAL ITEM OMITTED FROM 2ND 
ROUND – MUSEUM OF FASHION MALVERN CIC 
Report PR01/25 was received and accepted. 
 
Mrs Wendy Phelps was in attendance to answer questions following receipt of the 
large grants application from Museum of Fashion Malvern CIC. 
 
Following questions from a few Councillors, it was AGREED that a grant award of 
£704.69 would be made to utilise the remaining funds from the 2025/26 budget. This 
award would cover the following 
 
Really Useful Boxes  £544.50 
Acid Free Tissue Paper  £160.19 
     £704.69 
 
It was further AGREED that the Museum of Fashion Malvern would be encouraged 
to reapply for the remaining elements of their grant bid when the next grant window 
opens in August 2026. 
 
Cllrs Mel Jones and David Mead arrived at 6.07pm. 
 

52. SOCIAL MEDIA POLICY  
Report PR02/25 was received and accepted. 
 
Following a brief discussion and Councillor questions, it was RECOMMENDED that 
the draft Social Media Policy as updated by the Council’s Communications Officer 
should be forwarded to Full Council. 
 
Amy Bromage, Communications and Events Officer left the meeting at 6.12pm. 
 

53. REVIEW OF INFORMATION TECHNOLOGY USERS’ POLICY 
Report PR03/25 was received and accepted.  
 
Following a committee discussion, it was RECOMMENDED that the Information 
Technology Users’ Policy as presented at the meeting should be approved and 
adopted subject to an addition in the introduction that this policy should be read in 
conjunction with the Council’s Data Protection and GDPR policies.  
 

54. REVIEW OF VEXATIOUS BEHAVIOUR AND COMPLAINTS POLICY 
Report PR04/25 was received and accepted. 
 
It was RECOMMENDED that the Council’s Vexatious Behaviour and Complaints 
Policy be adopted in its current format.   
 

55. COUNCILLOR INDUCTION/TRAINING POLICY 
Report PR05/25 was received and accepted. 
 
The Town Clerk gave a brief update on what the Town Council’s current process 
involved when a new Councillor was elected on to the Town Council and suggested 
that the Council may wish to consider implementing a formal policy to cover this area. 
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Worcestershire CALC had been approached for a template policy and are looking at 
preparing one ahead of May 2027 elections. 
 
It was RECOMMENDED to adopt the Wiltshire Association of Local Council’s New 
Councillor Induction Guide. This would be reviewed in one year ahead of Town 
Council elections and would also include the Councillor’s signature to say that the 
induction process had been carried out.  
 

56. REVIEW OF FLAG FLYING POLICY 
Report PR06/25 was received and accepted. 
 
A number of suggestions were tabled for which flags should be flown outside of 
commercial properties. After discussion, Committee RECOMMENDED to fly the 
Worcestershire Flag on flagpoles outside commercial properties during Summer 
2026. The total number of flags being flown should be reduced to Great Malvern – 
10, Barnards Green – 5 and Malvern Link – 5. 
 

.  
 
 
Cllr Clive Hooper left the meeting during this agenda item at 6.55pm. 
 

57. ONLINE BANKING PAYMENT SCHEDULES – APRIL TO DECEMBER 2025 
Report PR07/25 was received and accepted. 
 
Due to the Vice-Chair not being present to report on any issues arising from the 
reporting back of the Online Banking Payment Schedules for April to December 2025 
at the meeting, it was AGREED to defer this item again. 
 
The Town Clerk felt that the ‘reporting’ element of the process for Online Banking 
Payment Schedules was not working effectively and committee discussed the 
practicalities and reporting requirements of the new procedure.  

 
Committee AGREED the Chair and Vice-Chair should continue to sample check the 
payments schedules but that only errors or omissions raised should be reported back, 
not the schedules in full.  
 

58. DATE AND TIME OF NEXT MEETING 
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  It was AGREED that the date of the next meeting would be Wednesday 10 June 2026 
at 6pm. 
 
The meeting finished at 7.18pm. 

 
………………………………………………(Chair) 



AGENDA ITEM 7 
REPORT PR01/26 

A REPORT OF THE TOWN CLERK TO 

A MEETING OF THE POLICY AND RESOURCES COMMITTEE 

MALVERN TOWN COUNCIL 

to be held on Wednesday 10 June 2026 at 6pm 

in the Park View Meeting Room, Victoria Park Road, Malvern Link 

SOCIAL MEDIA POLICY FOR COUNCILLORS 

1. Purpose of report

1.1. For discussion and recommendation to Full Council.

2.

3.

3.1. 

3.2. 

3.3. 

3.4. 

Recommendation

Committee are asked to consider the format of a Social Media Policy for Councillors 
and to make any recommendations to Full Council for a policy document to be 
adopted.

Background

Historically the Town Council have had a single Social Media policy covering the 
practicalities of using social media by employees and use of social media by 
councillors has been governed by the Code of Conduct.

At the Extraordinary Council meeting held on 12 May 2026, it was Resolved that the 
Town Council would introduce a Social Media Policy for all members. This followed 
a recommendation from a Standards Sub-Committee of the Malvern Hills District 
Council Audit and Standards Committee held on 7 May 2026, which had considered 
a code of conduct complaint.

Officers contacted the Monitoring Officer at Malvern Hills District Council to ask if 
they held a Social Media Policy for members and a document that can be used as 
guidance has been provided and attached at Appendix A.

Further research has identified two further sources of information that could be used 
to draft Malvern Town Council's policy.

i) Social Media Advice for Councillors from Breakthrough Communications
(Appendix B)

ii) Overview of Social Media for Councillors from the Local Government
Association (Appendix C)

3.5. Committee members are asked to review the sample policies and information 
alongside any specific needs or requirements for Malvern Town Council and to 
agree the format for this policy. 

3.6. Committee may wish to consider a requirement for all Councillors to have separate 
Social Media accounts to be held in their role as a Councillor,  should they hold such 
accounts. This maintains appropriate professional boundaries between personal 
accounts and the role of a Town Councillor, thus reducing any grey areas or 
confusion. 

4. Financial Implications

4.1. None pertaining to this report.
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REPORT PR01/26 

5. Legal Implications 

5.1. In respect of Social Media, Councillors are governed by the Code of Conduct for 
members as well as other laws including GDPR, defamation, copyright etc. 

End 

Linda Blake 
Town Clerk 
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Purpose of this  
guidance
Councillors should be encouraged 
to use new technology, including 
social media, to help engage 
with their communities. This 
guidance is to provide you with 
greater clarity as to what is and 
is not acceptable usage of social 
media. It is intended to help you 
use social media in a way that 
avoids legal and reputational risk 
and complements the general 
rules under the Code of Conduct.

The Monitoring Officer and the 
Member Support team are happy 
to help you by providing additional 
advice and guidance as appropriate.

The Code of Conduct applies to all 
forms of member communication 
which includes the use of social media. 
If comments on social media refer 
to your official role in any way, or any 
comments made are clearly related to 
that official role, then it is likely that the 
Code will apply to those comments.

It is not a requirement for you to have 
a Facebook or X (formerly Twitter) 
account or to use other forms of 
social media to fulfil your job as a 
councillor. However, if you are using, 
or planning to use, social media 
in connection with your work as a 
councillor or are already using such 
media in your private capacity, these 
guidelines will be relevant. 

What is social  
media?
Social media is the term to 
describe online tools which 
allow people to interact with 
each other. This could, for 
example, be blogs, and postings 
on a wide range of social media 
platforms including (but not 
limited to) Facebook, X (formerly 
Twitter), LinkedIn, Snapchat, 
Instagram, etc.

On many social media sites users 
share information, give opinions, 
and may create interest groups or 
pages leading to longer exchanges. 
Ultimately people use these sites and 
tools to build online communities 
and networks which encourage 
participation and engagement.

Social media can be used:

•	 To support councillors in performing 
their community leadership role.

•	 To keep in touch with or obtain local 
views and opinions.

•	 For political campaigning.
•	 For campaigning on local issues.



Types of social media
•	 Blogging and micro blogging 

– online journals – X (formerly 
Twitter) is an example of micro 
blogging, where entries are limited 
to 280 characters.

•	 Video and photo publishing and 
sharing videos and photographs 
worldwide – YouTube is an 
example.

•	 Online forums – people with similar 
interests sharing information and 
opinions.

•	 Social networking sites – these 
facilitate connections between 
those who already know each other, 
often in a social context, but are 
increasingly used by businesses to 
promote their products or services 
– Facebook is an example.

Things to bear in mind
•	 Any communication is capable of 

being misinterpreted. While the use 
of social media should not be more 
susceptible to this than any other 
form of communication, something 
about the immediacy and widespread 
distribution of social media seems to 
magnify the problem.

•	 By the nature of social 
media, misinterpretation, or 
misrepresentation, particularly 
with regard to something that 
is perceived as being more 
controversial than it was expected 
to be, is likely to lead to rapid 
and wide dissemination of that 
apparently ‘controversial’ item.

•	 There are no special, additional legal 
or ethical burdens relating to the 
use of social media. The same rules 
apply here that govern the rest of 
your behaviour as a councillor – you 
just need to think about them in this 
new context – their immediacy and 
ease of dissemination.

•	 Although the best use of social 
media is conversational in tone, 
publishing to the internet is still 
publishing. What you’ve said 
online is recorded, instant and it is 
permanent. Even if you later delete it, 
most people now take a screenshot.

•	 Most pitfalls will be avoided if 
your online content is accurate, 
informative and thought through. 
Think of it as speaking in public. 
Think before you commit each word.



•	 Be especially careful when you ‘like’, 
re-tweet or forward something, 
because in doing so, it may be 
suggested that you are supportive, 
associate yourself with, or agree 
with what is being said.

•	 As a public figure, users of social 
media will see you as ‘fair game’ and 
may make controversial or abusive 
comments to or about you. Try not 
to respond to this type of content 
unless it is to correct an inaccuracy 
which you would not like to prevail.

•	 If you are receiving online abuse – 
also referred to as ‘trolling’, please 
speak to the Monitoring Officer 
who will be able to provide you with 
guidance.

•	 This doesn’t mean that members 
cannot, in the appropriate context, 
communicate politically and you 
are given enhanced protection in 
terms of freedom of expression. 
This is expected of a councillor, 
but you should be careful not to 
say anything that you wouldn’t be 
comfortable repeating or justifying, 
for example, at a public meeting or 
indeed seeing repeated on the front 
page of the local newspaper.

Legal issues
DefamationDefamation
Defamation is a civil wrong that 
includes libel – the written word, and 
slander – the spoken word. Regarding 
defamation and social media, a 
complainant would need to prove that 
comments actually caused damage 
to a Member’s reputation. This may be 
very difficult to quantify, and generally, 
the Council is unable to commit 
resources to an action for defamation 
by an individual or group of members 
but would provide supporting evidence 
to those wishing to take such action.

The Communications Team monitor 
local social media channels but they 
cannot police every single comment 
that is made about the Council or 
councillors. The Communications 

Team can directly remove postings 
on social media channels which the 
Council owns but not those on third 
party sites. Some sites are private 
or closed for which the team has 
no access to comment or report 
offending postings. Comments can be 
reported to some sites, for example 
to Facebook, if they are distasteful, 
illustrate use of drugs, guns or 
products of harm or if it is a comment 
based on race, gender, sexual 
orientation or disability. It is then in the 
hands of the social media channel to 
decide on the removal of the comment. 

If you publish an untrue statement 
about a person which is damaging to 
their reputation, they may consider 



it as defamatory and consider legal 
action. The same thing may happen if, 
for example, someone else publishes 
something defamatory on your social 
media or webpages; you know about it 
and don’t take swift action to remove 
it. A successful legal claim could result 
in the award of damages and costs 
against you.

CopyrightCopyright
Placing images or text on your site/
channel from a copyrighted source (for 
example extracts from publications or 
photos), without obtaining permission, 
is likely to breach copyright laws. 
Don’t publish anything you are unsure 
about, or make sure you obtain prior 
permission. Again, a successful claim 
for breach of copyright would be likely 
to lead to an award of damages and 
costs against you.

Data Protection Data Protection 
Do not publish the personal data 
of individuals unless you have their 
express permission to do so for that 
purpose. Personal information in an 
email or personal exchange cannot 
be presumed to imply any consent 
to pass it on to others. If you place 
personal information on a public 
forum, you should expect it to be 
published by others.

Bias and PredeterminationBias and Predetermination
If you are involved in making any 
decisions, but particularly planning, 
licensing or other quasi-judicial 
decisions, do not say anything through 
social media (or indeed anywhere) 
that suggests you have made your 
mind up on an issue that is due to be 
formally decided. 

Your likely view on a particular 
application (predisposition) may be 
well known, you need to be able to 
show that you attended the committee 
or hearing prepared to take on board 
and weigh all the evidence, and were 
genuinely persuadable to a different 
view, otherwise, the decision may be 
later challenged as invalid. If a person 
has suffered some sort of detriment 
as a result of such an invalid decision, 
they may have a claim against the 
council for damages.

Electoral periods Electoral periods 
Be mindful that when you are using 
social media for campaigning during 
election periods you will need to 
provide a return of expenditure 
on any advertising or campaign 
literature, including web advertising 
and the design and website costs of 
downloadable material. You should 
never use Council resources (such as 
email) to promote a political party.



Social media and the Code of 
Conduct for Members generally
Aspects of the Code of Conduct for Members will apply to your online 
activity in the same way as they do to any other communication you 
may use. The key to whether your online activity is subject to the 
Code is whether you are, or appear to be, acting in your capacity as a 
councillor rather than as a private individual. If you have a Facebook or 
X (formerly Twitter) account which includes your role as a councillor, 
you should keep this separate from your personal accounts or you risk 
being subject to the Code of Conduct.

There is a perception amongst the 
public that you are constantly ‘on 
duty’ and that you are therefore 
presumed by others to be speaking 
as a councillor. This can happen 
where you have a social media 
account where you comment both 
as a councillor and as an individual. 
Although you may be clear in your 
mind that you are acting in a private 
capacity it may be less clear to 
others, particularly when you refer to 
information which you can only have 
accessed in your role as a councillor. 
This can also mean that your views 
can be taken as representing those of 
your organisation or party (rather than 
you personally) when this may not be 
the case.

The presumption can arise simply 
because you are commenting on 
council business, because you are 
known to be a councillor or use party 
political symbols or references in the 
text. To avoid this, and perhaps avoiding 
some of the potential problems related 
to the Code of Conduct, you should 
keep your online official account 
separate from those where you 
communicate in a personal capacity. 

Another is to spell it out in the text (e.g. 
“speaking entirely personally…”). This is 
a decision for each member and some 
members may find the convenience 
of having one account outweighs the 
advantages of separate accounts. The 
Monitoring Officer can help you with 
more specific advice if needed.



Code of Conduct considerations 
relevant to social media
You must treat others with respect:

•	 Do not use social media to make 
personal attacks or indulge in 
rude, disrespectful, or offensive 
comments, whilst politicians have 
enhanced protection under freedom 
of expression this would not apply if 
you are acting unlawfully.

•	 Comply with equality laws and the 
public sector equality duty, so do 
not publish anything that might 
be seen as racist, sexist, ageist, 
homophobic or anti-faith or which 
may give the impression that you 
are treating anyone with a protected 
characteristic less favourably. This 
applies to jokes, cartoons and 
photographs for example.

•	 Do not say anything, particularly 
if it is part of a series of similar 
comments about a person or on a 
theme that might be construed as 
bullying or intimidation.

You must not conduct yourself in 
a manner which is contrary to the 
Council’s duty to promote and maintain 
high standards of conduct of members 

– you should not publish anything 
that could reasonably be perceived as 
reflecting badly upon or lowering the 
reputation of your office as a councillor.

You must not disclose confidential 
information – you must not, in 
your use of social media, just as in 
any other circumstances, disclose 
information given to you in confidence 
by anyone, or information acquired 
by you which you believe, or ought 
reasonably to be aware, is of a 
confidential nature. 

Inadvertent leaks of the Council’s 
confidential information are more 
likely to take place when a councillor 
is using social media, rather than, 
say, when they are carefully drafting 
a letter for publication in the local 
paper. This may be because of the 
more immediate, conversational, off-
the cuff nature of much social media 
communication. 

In short, you must be careful to apply 
exactly the same standards to your 
social media communications as you 
would to statements made in a more 
formal context.



Staying out of trouble  
Some do’s and don’tsSome do’s and don’ts
Do

•	 set appropriate privacy and security 
settings for your blog or networking 
site – especially if you have a 
private, non-political blog.

•	 keep an eye out for defamatory or 
obscene posts from others on your 
social media and remove them 
as soon as possible to avoid the 
perception that you condone such 
views. 

•	 be aware that the higher your profile 
as an elected member, the more 
likely it is you will be seen as acting 
in your official capacity when you 
blog or network.

•	 consider keeping your personal and 
elected member profile on social 
networking sites separate and 
maintain appropriate professional 
boundaries.

•	 make political points – but be 
careful about being too specific or 
personal if referring to individuals. 
An attack on individuals may be 
seen as disrespectful or unlawful 
and not within the protection of 
freedom of expression, whereas 
general comments about another 
party or comments on policy 
are less likely to be viewed as 
disrespect on the basis that 
politicians are expected to have 
‘thicker skins’.

•	 ensure you use Council facilities 
appropriately; if you use a Council 
provided blog site or social 
networking area, any posts you 
make will be viewed as made in 
your official capacity.

•	 be aware that you will be seen as 
acting in your official capacity if you 
publish information that you could 
only have accessed by your being 
an elected member.

Don’t

•	 blog in haste, particularly in 
circumstances where your 
judgement might be impaired, for 
example if you are tired, upset or 
have consumed alcohol.

•	 post comments that you would not 
be prepared to make on paper or 
face to face.

•	 request or accept a Council 
employee or contractor providing 
services to the Council as a 
“friend” on a social networking site 
as this suggests close personal 
association. For the avoidance of 
doubt, this does not apply to sites 
which are intended as a neutral, 
professional connections platform 
(such as LinkedIn).



•	 use social media in any way to 
attack, insult, abuse, defame or 
otherwise make negative, offensive, 
or discriminatory comments about 
the Council, its staff, service users, 
their family or friends, colleagues, 
other professionals, other 
organisations.

•	 publish confidential information that 
you may have learned or had access 
to as part of your role as an elected 
member. This includes personal 
information about service users, 
their families or friends or others 
e.g., contractors, Council staff as 
well as Council related information.

•	 represent your personal views, 
or those of any political party or 
interest group you belong to, as 
being those of the Council.

•	 browse, download, upload or 
distribute any material that could 
be considered inappropriate, 
offensive, defamatory, illegal, or 
discriminatory.

•	 make conspicuous or excessive 
use of social media technology 
during the course of a Council or 
committee meeting so that you give 
the impression to the public of not 
being respectful of the proceedings, 
not paying attention and listening 
to the debate and, more seriously, 
taking decisions that are not 
based on full engagement and 
understanding with the facts and 
arguments.

Wychavon District Council
Civic Centre, Queen Elizabeth Drive,  

Pershore, Worcestershire, WR10 1PT

www.wychavon.gov.uk

Further information
Read the 

Local Government Association Social Media Dos and Don’ts
guidance

http://www.wychavon.gov.uk
https://www.local.gov.uk/our-support/guidance-and-resources/communications-support/digital-councils/social-media/get-started/dos-and-donts


General social media advice for councillors 

What is social media? 
Social media is applications or websites that encourage and enable users to network. 
Such applications and websites allow users to easily generate, post and share content. 
 
Put simply - there are a huge amount of social media platforms and there are more every 
day. Some might use the following: 

●​ Facebook 
●​ Twitter 
●​ Instagram 
●​ YouTube 
●​ WhatsApp  

Tip: Different platforms will allow you to speak to different ‘audiences’ or parts of 
your community. Instagram is popular with younger people. Twitter is popular with 
organisations. Think carefully about who you want or need to speak to. 

 

Why use social media as a councillor? 
Social media is a simple, quick and effective way of communicating. It’s also cheap and 
allows a user to reach whole communities at the click of a button. 
 
More than that, social media is built for community engagement. Councils and councillors 
can have 2-way conversations rather than simply broadcasting information. 

Tip: Some people aren’t on social media at all. Not everyone on social media will be 
on the platform that you are using. Remember both of these things when seeking 
feedback or opinions from your community. 
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New to social media as a councillor? 
If you have never used social media as a councillor, start with small steps. Take advice, 
don’t rush into things. Start off on one platform and master it before moving on to another.  
 
Setting up a Facebook Page is a good place to start. It is easy to do and most people are 
familiar with it. Lots of people are still active Facebook users - despite it now being 
considered ‘traditional’ social media. 
 
Once you have yourself set up, start with a simple ‘Hello’. Try to post engaging content. 
Ask questions, take feedback and build a two-way conversation. Build a community by 
trying to grow the number of followers or subscribers you have. 

Tip: Sharing content with local groups on social media is an easy way of growing 
the number of followers you have. But be careful not to share too much with groups 
and ensure the content is relevant to them. 

 

How do I manage my social media security and safety? 
It is really easy to share information about yourself. That is indeed the whole point of social 
media. So as a councillor you need to think carefully about what you put out there and how 
much of it. 
 
Before you start posting it is worthwhile thinking about not only what is safe to post, but 
what you are comfortable with posting. As a general rule, don’t share personal information, 
such as your personal phone number, date of birth, or home address. 
 
Remember that you need to also consider the personal data of others around you. You 
might be comfortable living your life in the public glare, but you need to ask yourself: “Are 
my family, friends, neighbours and work colleagues?” 
 
From a security point of view, think carefully before you post. Once something is on social 
media you lose nearly all control as to how it will be used. 
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As with emails you will need to watch out for phishing scams, cons and malicious software.  
 
Finally, there are trolls who post content that is designed to upset, elicit a response or to 
further their own goals. 
 
A troll is often someone who posts just to get an emotional reaction or to manipulate 
others’ perceptions. The posts can be offensive, off-topic, inflammatory, purposefully 
inaccurate or insincere. Trolls often do this for their own amusement or in aid of goals such 
as disrupting the democratic process. 
 
It is important ‘not to feed the trolls’. Stay focused on what’s important and try not to 
respond to content that is purposefully offensive, off-topic, inflammatory, inaccurate or 
insincere 

Tip: Every social media platform has a slightly different set of privacy options and 
controls. Do your research and set them correctly BEFORE you start to post content 
and not after. 

 

What are my responsibilities as a councillor on social 
media? 
Golden Rule - If you are unsure about posting something, stop and ask for advice first 
before doing anything else. 
 
Social media almost always operates in the public domain. Once something is published it 
is often out there for everyone to see. Social media content can: 

●​ Go ‘viral’ - meaning it can be seen by a large number of people 
●​ Be altered or changed without your consent 
●​ Be taken out of context  
●​ Shared around the world 
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Using social media as the elected (or co-opted) member of a council is very different from 
using it as someone who isn’t a councillor. Councillors have additional responsibilities 
because of the position they are in. 
 
Councillors are personally responsible for the social media content they create, publish 
and share. Being a councillor will not prevent someone else from pursuing legal action 
following the publication of an untrue statement. In such a situation you will likely be held 
personally liable.  
 
Councillors should be mindful of the difference between fact and opinion. You also play a 
central role in preventing the spread of disinformation. Think twice before you press ‘share’ 
or ‘retweet’! 
 
On social media, councillors should also keep in mind their responsibility in relation to 
confidential information, copyright, data protection, the pre-election period and exempt 
reports.  
 
Councillors are still subject to the Code of Conduct on social media. If you refer to your 
role as a councillor it is likely that you may be considered to be acting in an “official 
capacity”. 
 
When posting to social media you should remember: 
 

●​ You are an elected representative of the council 

●​ What you post can affect the reputation of the council 

●​ The council is a corporate decision-making body. You cannot independently make 
decisions for the council over social media 

●​ Some issues and communications are best left to the council’s official social media 
accounts, which is usually managed by officers 

●​ Having a single voice or message can be critical in some situations - for instance in 
the event of major flooding 

●​ You don’t have to respond or comment to everything on social media - sometimes 
it’s best not to 
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Tip: Think before you press ‘publish’! There is a simple test. If you would be 
reluctant to say something face-to-face to a group of strangers in the street, then 
you probably shouldn’t say it on social media. 

Do I need to manage my social media profiles and 
pages? 
You should consider having a separate social media page or profile for council use. This 
will help to avoid confusion, both for yourself and others. On Facebook, this can be done 
by setting up a Facebook Page. 
 
Please keep in mind that even information posted to a private social media account can 
quickly find its way into the public domain. Regardless of the social media platform used, it 
can be useful to indicate the purpose of your profile or page. This will help to make clear 
that it is a public page or profile you are using in your capacity as a councillor.  
 
It is your responsibility to manage whatever you set up on social media. It is likely over 
time that others will contribute and comment. There are some basic things you should 
consider, such as how you will handle abusive language or harassment. 

Social media platforms provide administrators with lots of tools and settings to help 
with management and moderation. Make sure you know how they work and use 
them appropriately. This will save you time and stop problems from happening.​
 

Civility and respect social media guide for councillors 
When councillors use social media, the Code of Conduct may apply. Under the Localism 
Act 2011, the Code of Conduct will only likely apply when acting in the role of councillor 
and is unlikely to affect councillors using social media in a private capacity. 

Councillors who wish to use social media in their capacity as a councillor should consider 
having separate social media accounts. This will help to avoid confusion, both for yourself 
and others. For example, on Facebook, this can be done by setting up a public Facebook 
Page where you use the ‘Councillor’ label before your name. 
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Regardless of the platform councillors use, it can be useful to indicate what the purpose of 
your profile or page is. This will help to make clear that it is a public page or profile you are 
using in your capacity as a councillor.  

It is the responsibility of councillors to manage their social media. Councillors should 
consider, for example, how you will handle the moderation of comments and messages. 

The Council suggests that councillors consider the following guidance when using social 
media in their councillor role: 

●​ Be as open, inclusive and professional as possible when using social media. 

●​ Get and give support. Where you feel able, provide support to fellow councillors 
online, and reach out to colleagues and your council for support where needed. 

●​ If you are unsure about posting something, stop and ask for advice from an 
appropriate source first, before doing anything else. 

●​ Bear in mind that what you post can affect the reputation of the council 

●​ The council is a corporate decision-making body. Councillors cannot independently 
make decisions for the council over social media. 

●​ You should make clear you are expressing personal views and opinions, and not 
speaking on behalf of the council unless authorised by the council to do so. 

●​ For some issues and communications, responses may need to come from the 
council’s official social media, rather than individual councillors responding. 

●​ Councillors should be mindful of the difference between fact and opinion.  

●​ Elected members play a central role in preventing the spread of disinformation.  

●​ Don’t leave your social media to take care of itself. Social media doesn’t stop - it 
keeps going all day every day. 

●​ Don’t dismiss or ignore advice and guidance, particularly legal advice. 

●​ Don’t assume that a disclaimer or excuses will prevent someone from taking legal 
action against you. 
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●​ Make sure that your social media accounts are safe and protected with strong 
passwords and multiple-factor authentication where possible. 

●​ Understand privacy settings. There is a range of settings to help you manage who 
can see or comment on your posts. 

●​ Consider personal mental health and well-being. Taking a break from social media 
from time to time can be beneficial. 
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Suggested social media rules of engagement 
for individual councillors 
Clear rules of engagement can help a councillor or council to set out what their aims are, 
how they will behave and how they expect users on their account to behave. 

These rules of engagement have been created specifically with issues of civility and 
respect in mind. However, they are wider reaching.  

These suggested rules of engagement could be used on either a councillor’s social media 
account or a council’s account. They could be posted to social media in the account 
description, a pinned post/tweet or a link to a page on a website. 

Welcome! 
Hello and welcome to my/our social media page. I/we want to create a safe space for 
everyone in our community to engage on (insert social media platform). These rules of 
engagement have been created to set out what you can expect from me/us. They also set 
out what I/we expect of you if you wish to join in the discussion. 

Rule 1: Be responsible and respectful  

●​ Be open and honest. 

●​ Be civil and respectful. 

●​ Do not post anonymously or use a false name. 

●​ Debate is fine, so long as it is carried out in a civil and respectful way. 

Rule 2: Engage in positive conversations 

●​ Actively participate in positive discussions.  

●​ Be open to different points of view and others opinions. 
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●​ Share good news and success from our area. 

●​ Share posts or content from other local organisations, groups and individuals where 
it is appropriate to do so. 

Rule 3: Address poor conduct 

●​ Do not spread false information or unsubstantiated accusations. 

●​ Posts must not contain abuse, harassment, intimidation or threats of any form. 

●​ Posts must not contain any form of discrimination – including racism, sexism, 
ageism, ableism, homophobia, transphobia or religious intolerance. 

●​ No social media user should have to put up with abusive or threatening behaviour. 
I/we reserve the right to delete content, block individuals or report individuals to 
social media platforms when necessary. 
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Overview of social media for councillors 

This is an introduction for councillors on the use of social media. It includes an 

overview of how and why councillors should use it, their responsibilities, ways to stay 

safe and approaches to handling negativity. 

Objectives: 

Getting started on social media 

• Why should councillors use social media? 

• Communicating on social media 

• Prioritise what social media platform you use 

Staying safe and secure online 

• How to set yourself up to stay safe using social media 

• Steps you can take to separate your councillor role and family life 

online 

Your responsibilities as a councillor  

• The golden rule to follow 

• Understand what you can and can’t post online, including legally 

How to deal with negativity and online abuse 

• Learn not to feed social media ‘trolls’ 

• LGA Digital citizenship ‘rules of engagement’ infographics 

• Be confident to block and delete followers 

• Taking a break from social media 

Getting started on social media 

Why should councillors use social media? 

Effective communication is at the heart of success for any councillor. Over the last 

few years, social media has transformed how elected representatives communicate 

with their communities. For some, their first time using social media happens after 

their election as a councillor, whereas others are already experienced at using social 

media. This guide offers support and guidance to all. 

There are many key benefits to using social media as a councillor. Using social 

media, in particular highly used platforms like Facebook, enables councillors to 

engage regularly with many residents across all age groups and demographics, 

including local residents who are much less likely to read leaflets or attend council 

meetings. This has been demonstrated in the COVID-19 pandemic. With face-to-
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face meetings impossible for a long time, social media enabled people to stay in 

touch with their elected representatives (and vice versa) in a period in which 

community support and engagement were vital. 

Using social media enables councillors to engage regularly with residents across all 

age groups and demographics 

Communicating on social media 

Social media communication is not only useful for sharing information, although that 

is a key part of it. There are many other advantages of using social media, including 

that it enables councillors to have a digital ‘listening ear’ on online conversations 

about what’s going on in your local community whether they are happening on 

Facebook pages or groups, X hashtags for your town, or on Nextdoor – a networking 

service for neighbourhoods. 

Social media platforms also offer councillors a cost-effective and speedy way to 

report back to residents about issues, the work of the council and what you’re doing 

as their councillor. While traditional communication methods like leaflets and local 

media coverage are still important, posts on social media are immediate and offer 

you the opportunity to respond to what’s going on in your local area swiftly and with 

impact. 

Prioritise what social media platform you use 

There are many, many social media platforms available to use. Some are much 

more used than others, however. Statista estimates that in 2024, the total number of 

social media users in the United Kingdom stood at 52.7 million.  WhatsApp was the 

most used social media service in the UK in 2023, with almost eight percent of the 

country using the instant messaging app. Facebook ranked closely in second 

position, followed by Facebook Messenger, Instagram and then X (formerly Twitter) 

respectively. Bluesky is also now rising in popularity. 

Different social media platforms will give you the opportunity to speak with different 

audiences – different members of your local community. Instagram is a highly visual 

platform – it’s all about photos and videos.  

As a councillor, you need to use your time effectively – you’re a busy person! Our 

advice is to start by prioritising one key social media platform and become confident 

and impactful on it before deciding to move on to others. 

You may wish to start with Facebook because it has the widest reach across all 

audiences in the UK. Facebook is the main social media platform that residents in 

your area will be looking at for information. There are other options, though.  

Many Councillors are now using Nextdoor which is a highly locally focused platform 

which can be very useful to reach people who you know live in your community.  
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Staying safe and secure online 

How to set yourself up to stay safe using social media 

While there are many advantages to having an active and engaging presence on 

social media, It is really important for you to stay safe and secure as a user. There 

are key actions you can take to protect yourself online, whatever social media 

platform you use. 

The first is to make sure you use a secure login email and password. We’d suggest 

you: 

• don’t use your councillor email address which is likely to be well known 

• different passwords for each account. 

You should set up two-factor authentication on your accounts on all the social media 

platforms you use. This offers you extra security for your accounts. Two-factor 

authentication (or multi-factor authentication) means that, when you log in to your 

account, you’ll need to not just add your password but also either: 

• enter a code which is sent to your mobile phone number or email 

• or, alternatively, authorise your login on an app on your phone. 

Keeping your personal and family life private 

Make sure you maintain a divide between your personal and family life, and your 

public profile. On Facebook, we strongly recommend you use a Facebook ‘Page’ 

rather than a ‘profile’ for your councillor role. This can help you maintain separation 

and balance. Other social media platforms, such as Instagram, X and Bluesky have 

similar options too. Make sure you also set up the privacy control settings offered on 

each platform. 

Be aware that councillors are personally responsible for the content they publish on 

any form of social media, whether it’s published on a personal account or not. It’s 

highly recommended that you never post or share anything online, or on any social 

media account, that you would not be comfortable saying or sharing in a public 

meeting. 

It is easy to share information about yourself online. As a councillor, you need to 

think carefully about what, and how much, content you put out in the public domain. 

Before you start posting, it is worthwhile thinking not only about what is safe to post, 

but also about what you are comfortable with posting and what you want to be 

available long into the future. 

As a rule, don’t share personal information such as your personal phone number, 

date of birth, home address – or photos that make any of these obvious. Remember 

that you also need to consider the personal data of others around you. You might be 
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comfortable living your life in the public glare, but you need to ask yourself: “Are my 

family, friends, neighbours and work colleagues also comfortable to do so?” 

From a security point of view, think carefully before you post. Once a piece of 

content is on social media, you lose nearly all control about how it will be used. As 

with emails, you will need to watch out for phishing scams, cons, and malicious 

software. 

Your responsibilities as a councillor 

The golden rule to follow 

There’s a golden rule for using social media, which is: if you are unsure about 

posting something, stop and ask for advice first before doing anything else. 

Social media works in the public domain. Once something is published it is ‘out there’ 

for everyone to see and very easily it can: 

• go viral 

• be altered or changed without your consent 

• be taken out of context 

• be shared around the world. 

Using social media as an elected (or co-opted) member of a council is very different 

from using it as someone who isn’t. Councillors have additional responsibilities 

because of their position. 

If you are unsure about posting something, stop and ask for advice first. 

Understand what you can and can’t post online, including legally 

Councillors are personally responsible for the social media content they create, 

publish and share. Being a councillor will not prevent someone else pursuing legal 

action following the publication of an untrue statement. In such a situation, it is likely 

that you will be held personally liable. 

Councillors should be mindful of the difference between fact and opinion. They also 

play a central role in preventing the spread of disinformation. Think twice before you 

press ‘share’ or ‘retweet’! 

On social media, councillors should also keep in mind their responsibility in relation 

to confidential information, copyright, data protection, the pre-election period and 

exempt reports. Councillors are still subject to the Code of Conduct on social media 

where there is an explicit link between the content posted and council business or 

your role as councillor. As a general rule, councillors should demonstrate good 

conduct at all times and so should act as though their public engagement on social 

media falls in scope of the Code of Conduct. 
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When posting to social media you should remember that: 

• you are an elected representative of your council 

• what you post can affect the reputation of your council 

• your council is a corporate decision-making body – you can’t, 

independently, make decisions for the council on social media 

• some issues and communications are best left to your council’s official 

social media channels, which are usually managed by officers 

• having a single voice or message can be critical in some situations – 

for example, in the event of major flooding 

• you don’t have to respond to or comment on everything on social 

media – and sometimes it’s best not to. 

Think before you press ‘publish’! There is a simple test. If you would be reluctant to 

say something face-to-face to a group of strangers in the street, then you probably 

shouldn’t say it on social media. 

How to deal with negativity and abuse online 

Learn not to feed social media ‘trolls’ 

Unfortunately, on every social media platform, there can be other users who are 

negative and abusive. Such people are often referred to as ‘trolls’. Trolls are not easy 

to deal with – the best way is ‘not to feed them’. By this, we mean don’t respond to 

what they post, which is designed to upset, elicit a response or to further their own 

goals. Your best response is to either to ignore what they have posted, or (if it’s on 

your own page or profile) to delete or hide their comment, so your other followers 

don’t see it either. 

Digital citizenship ‘rules of engagement’ 

The LGA has produced digital citizenship ‘rules of engagement’ infographics for 

councillors, which you can add to your social media profile. These set out the social 

media code you will follow on social media and how you expect your followers to 

behave. 

Be confident to block and delete followers 

It is easy to delete, block followers, and report individuals who are persistently 

abusive to you, including to the police. It is sensible and reasonable to block some 

people – not just to protect yourself, but also to protect others who follow you who 

may also feel threatened by what they write in comments. 

Taking a break from social media 

https://www.local.gov.uk/our-support/guidance-and-resources/civility-public-life-resources-councillors/digital-citizenship
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Don’t be afraid of taking a break from social media if you feel you need to – to 

protect your mental health and wellbeing. You can easily temporarily unpublish your 

account and give yourself some ‘time offline’. 
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REPORT PR03/26 

 
A REPORT OF THE TOWN CLERK TO 

A MEETING OF THE POLICY AND RESOURCES COMMITTEE 

MALVERN TOWN COUNCIL 

to be held on Wednesday 10 June 2026 at 6pm 

in the Park View Meeting Room, Victoria Park Road, Malvern Link 

 

REPORT ON ONLINE BANKING PAYMENT SCHEDULES 
APRIL 2025 TO DECEMBER 2025 

 

1. Purpose of report 

1.1. For noting and comment, as necessary. 

2. Recommendation 

Policy and Resources Committee should note the online banking payments as 
attached to this report and to note any issues that have arisen with control checks. 

3. Background 

3.1. Malvern Town Council recently reviewed its Financial Regulations with a new 
version being adopted by Full Council on 13 November 2024.  

3.2. Within the new Financial Regulations, changes have been made to the way in which 
online banking payments are processed, checked, and approved. 

3.3. Previously all online banking payments were approved in person by two approved 
Councillor signatories, however, it was felt that this process was both too onerous, 
particularly for small amounts and in most cases could not stop the need for payment 
when goods and services had already been delivered. Members of Policy and 
Resources Committee decided it was more important to check amounts paid for 
accuracy against bank statements and orders and thus amendments were made.  

3.4. The new Financial Regulations state that: 

“The Responsible Finance Officer will present schedules of online banking 
payments to the next scheduled meeting of Policy and Resources Committee. Prior 
to this meeting, the Chair and Vice-Chair of this Committee will randomly select 
three invoices to be checked against the bank statement. A record of the check will 
be made and any issues identified will be reported at the meeting.” 

3.5. There are payment schedules from April through to December 2025 to be 
considered at this meeting of Policy and Resources Committee. 

4. Financial Implications 

4.1. None pertaining to this report. 

5. Legal Implications 

5.1. The Town Council adopted the current Financial Regulations in November 2024. 

5.2. As part of the annual audit process, the Town Council must ensure it has an effective 
system of internal control in place, this includes arrangements for bank payments.  

End 
Linda Blake 
Town Clerk 
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A REPORT OF THE TOWN CLERK TO 

A MEETING OF THE POLICY AND RESOURCES COMMITTEE 

MALVERN TOWN COUNCIL 

to be held on Wednesday 10 June 2026 at 6pm 

in the Park View Meeting Room, Victoria Park Road, Malvern Link 
 

REVIEW OF ELECTRONIC PAYMENTS POLICY  
 

1. Purpose of Report 

1.1. For review and decision. 

2. Recommendation 

2.1. Policy and Resources Committee is recommended to consider, review and revise 
as necessary, the Town Council’s Electronic Payments Policy. 

3. Background 

3.1. The last review of the Town Council’s Electronic Payments Policy was approved by 
Full Council in December 2022. 

3.2. The Town Clerk has updated the policy to ensure that it complies with the Council’s 
Financial Regulations and new policy for reviewing payment schedules. The draft 
policy for consideration is attached at Appendix A to this report. 

3.3. Members of Policy and Resources Committee are invited to make comments as 
necessary and recommendations for any updates or changes will go to Full Council 
for approval and adoption. 

4. Financial Implications 

4.1. None pertaining to this report. 

5. Legal Implications 

5.1. The following laws and code of practice will apply to this policy: 

• Local Audit and Accountability Act 2014 

• Requirements from External Audit 

 

End 
Linda Blake 
Town Clerk 
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 MALVERN TOWN COUNCIL  

ELECTRONIC PAYMENTS POLICY 

1. Introduction 

1.1. Following the repeal of 150(5) of the Local Government Act 1972 which stipulated a two 

member signature rule, local councils are now allowed to take advantage of electronic payment 

methods. 

1.2. In adopting any such electronic payment method however, the underlying principle of 

safeguarding public money still applies and Malvern Town Council (hereafter known as the 

Council) must ensure that robust controls on payments still remain. 

1.3. In normal circumstances, payment runs are processed fortnightly. 

1.4. In the absence of the Town Clerk and/or RFO, duties will be carried out by the Deputy Town 

Clerk. 

1.5. In the absence of the Finance and Administration Officer, duties will be carried out by the Office 

and Operations Co-ordinator. 

2. Documentation 

2.1. Payments by internet banking will be effected by two Council Officers. One Officer to post the 

payment for approval, the second as RFO to give authorisation to process the payment.  

2.2. Prior to any electronic payments being made, a payments schedule will be produced detailing 

all payments that are due to be made, and which invoices they relate to. This document will be 

completed and checked by the Finance and Administration Officer.  

2.3. The Finance and Administration Officer will process supplier invoices/payments on the SAGE 

accounting system and then make payments via the online banking system.  

2.4. The RFO will give the secondary approval required to process each online payment and will 

carry out a sample check on supplier bank details picking two to three on every schedule.  

2.5. The Chair and Vice-chair of Policy and Resources Committee will be sent schedules of online 

banking payments at least once every two months. They will randomly select three invoices 

from each schedule to be checked against the bank statement. A record of the check will be 

made and any issues identified will be reported to the next meeting of Policy and Resources 

Committee.  

2.6. All payment schedules will be sent to Policy and Resources Committee as part of the financial 

reports at least once a quarter. They will also be available on the Town Council website.  
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3. Security 

3.1. Where internet banking arrangements are made with the bank, the Town Clerk shall be 

appointed as the Service Administrator and the Deputy Town Clerk as the Deputy Service 

Administrator. The Finance and Administration Officer and Office and Operations Co-ordinator 

will be basic users of the banking system but will not hold administrator rights. 

3.2. Each operator of the online payment system will have appropriate access which cannot be 

overruled.  Each will have their own unique log-on and passcode to be able to operate the 

payment system.  The Finance and Administration Officer will create the batch of payments 

but will be unable to authorise this batch.  This must be done by a second person after checking 

the batch and this will be the RFO.   

3.3. All unique log-on details and passcodes must be kept securely by each respective individual 

and must not be shared. 

3.4. Any changes to these operator names must be approved by the Town Clerk.   

3.5. Any changes to the Town Clerk’s details or responsibilities should be approved by two payment 

signatories as detailed in the Council’s Bank Mandate arrangements. 

3.6. Access to online banking will be directly to the access page (which may be saved under 

“favourites”) and not through a search engine or email link.  Computer auto-saving of bank log-

on and passcode details will be prohibited. 

3.7. Once the payment run has been completed, each operator of the online payment system must 

ensure they have logged out securely. 

3.8. The Town Clerk will ensure that any computers used to transact financial business on behalf 

of the Council will have operational and up-to-date anti-virus, anti-spyware and firewall 

software in place.   The Council has an IT maintenance contractor in place to carry out these 

works. 

4. Audit 

4.1. All payments made through the online banking system will be made available to the Internal 

Auditor for validation during internal audits. 

5. Review and action 

5.1. The Council recognises that it is important to review this policy regularly to ensure that it 

reflects up to date legislation and any recommendations from the audit process. 
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5.2. A review of the Electronic Payments Policy will be carried out as least once every council 

term as a minimum and any necessary actions taken. 


	Agenda item 7 Appendix B Breakthrough Communications.pdf
	 
	Actively addressing the issues of Civility and Respect on Social Media 
	 
	 
	Table of contents 
	 
	Notice 
	Introduction 
	Advice for the council 
	 
	Suggested first steps 
	Raise internal awareness 
	Raise public awareness 
	Share best practice and highlight bad practices 
	Proactively encourage two-way civility and respect through the council’s social media channels 

	General social media advice for councillors 
	What is social media? 
	Why use social media as a councillor? 
	New to social media as a councillor? 
	How do I manage my social media security and safety? 
	What are my responsibilities as a councillor on social media? 
	Do I need to manage my social media profiles and pages? 
	Civility and respect social media guide for councillors 

	 
	Suggested social media rules of engagement for individual councillors 
	Welcome! 
	Rule 1: Be responsible and respectful  
	Rule 2: Engage in positive conversations 
	Rule 3: Address poor conduct 


	 
	Guide to tackling online abuse for both councillors and officers 
	A brief introduction 
	Types of abusive behaviour to watch out for 
	Trolls 
	‘Why can’t they just…?!’ 
	Legitimate challenge and scrutiny  
	Politics  
	Smear campaigns   
	Bullying and harassment  

	Use positive language and tone to shape engagement 
	Your digital ‘tone of voice’  
	Using language to shape the conversation 
	Be kind!  
	Finding common ground 
	Asking people ‘how’ rather than ‘why’  

	Techniques to handle online abuse 
	Engage with a variety of views 
	Have a consistent narrative 
	Escalation of an issue 
	The wider audience - who is looking? 
	Keep a record 
	Managing trolls 
	Deleting and moderating comments 
	Blocking abusive social media users 
	Reporting online abuse and legal matters 
	Reporting an issue to the social media platform 
	Reporting an issue to the Police 
	Reporting a breach of the Code of Conduct 
	Taking legal action 


	Valuing your mental health and well-being - when is it time to get off social media? 

	Appendix 1: Template Social Media Policy Supplement - Civility and Respect 
	1. Engaging with the council on social media 
	2. Conduct on social media 
	3. Reporting a civility and respect-related issue 



